Marwood School

DATA PROTECTION POLICY

Date adopted at FGB meeting:  16th May 2017

Anticipated Review: Summer 2019

Introduction

Schools, local education authorities and the Department for Education (DfE - the government department which deals with education) all hold information on pupils in order to run the education system, and in doing so have to follow and protect the rights and privacy of individuals in accordance with the Data Protection Act 1998. (Full details of the Data Protection Act 1998 can be found at http://www.ico.gov.uk/).  This means that the data held about pupils must only be used for specific purposes allowed by law. This policy is to inform parents, carers, governors and staff about the types of data held, why that data is held, and to whom it may be passed on.

Objectives
· To process certain information about its staff, pupils and other individuals it has dealings with for administrative purposes.

· To comply with the law with regard to information about individuals by collecting and using it fairly, storing it safely and securely and not disclosing it to any third parties unlawfully.

· To apply this policy to all staff, pupils and other individuals at Marwood School
· To consider any breach of the Data Protection Act 1998 or Marwood Primary School’s Data Protection policy as an offence and, in that event, apply Marwood School’s disciplinary procedures.

· To expect, as a matter of good practice, other agencies and individuals working with the School, and who have access to personal information, to have read and comply with this policy.
· To act, as a body corporate, as a data controller under the Data Protection Act.

· Through appropriate management and adherence to agreed procedures process data in accordance with the eight data protection principles:

1. Personal data shall be processed fairly and lawfully.
2. Personal data shall be obtained for a specific and lawful purposes and not processed in a manner incompatible with those purposes.
3. Personal data shall be used in a way that is adequate, relevant and not excessive in relation to the purpose for which it is held.
4. Personal data shall be accurate and, where necessary, kept up to date. 
5. Personal data shall be kept only for as long as necessary and to ensure that it will be disposed of when no longer required with due regard for its sensitivity.
6. Personal data shall be processed in accordance with the rights of data subjects under the Data Protection Act.  These include the right to be informed that processing is being undertaken, the right to access one’s personal information, the right to prevent processing in certain circumstances and the right to correct, rectify, block or erase information which is regarded as wrong.
7. Appropriate technical and organisational measures shall be taken to safeguard data against unauthorised or unlawful processing of personal data and against accidental loss or destruction of data.
8. Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.

The Procedure

Governors will:

· Endorse and adhere to the Data Protection Policy

· Ensures the policy is reviewed biannually.

The Head Teacher will:
· Provides support to Data Protection Officer

· Develop and encourage good information handling practices within the school
· Acts as Data Protection Officer for the School
· Develop and implement instructions to ensure compliance with this policy

· Monitor adherence to the Data Protection Policy

· Takes responsibility for day to day Data Protection matters

· Develop specific guidance on data protection issues for members of the School
· Notify the Information Commissioner of any concerns
The School Administrators will:

· Ensure personal data kept for staff is up to date and accurate

· Ensure personal data is kept up to date and accurate for pupils
All Staff will:

· Ensure that all personal data supplied to the School is accurate and up-to-date

· Ensure that changes to a pupil’s personal data are given to the School Administrators as soon as possible

· Ensure that all personal data they have access to is kept securely and not disclosed to unauthorised third parties

· Ensure that passwords to access computer systems containing personal information are not shared with any other parties or kept where others might find them

· Screen lock computers when not in use

· Ensure sensitive information in paper format is shredded or placed in the confidential waste cabinets located in the office.

· Ensure all redundant IT equipment is handed back to the School for disposal through the appropriate secure and approved facilities

Pupils, Parents and other data subjects will:

· Ensure that all personal data supplied is accurate and up-to-date.

Commitment to the Protection of Personal Data

Marwood Primary School are the Data Controller for the purposes of the Data Protection Act. We collect and hold personal information relating to our pupils and may also receive information about them from their previous school, local authority and/or the Department for Education (DfE). We use this personal data to support their teaching and learning, to monitor and report on their progress, to provide appropriate pastoral care, and to assess how well the school as a whole is doing. This information includes contact details, National Curriculum assessment results, attendance information, characteristics such as ethnic group, special educational needs and any relevant medical information.

From time to time we are required to pass on some of this data to the Local Education Authority (LEA), to another school to which the pupil is transferring, to the Department for Education (DfE), and to the Standards & Testing Agency (STA) which is responsible for the National Curriculum and associated assessment arrangements.

The LEA uses information about pupils to carry out specific functions for which it is responsible, such as the assessment of any special educational needs the pupil may have. It also uses the information to derive statistics to inform decisions on (for example) the funding of schools, and to assess the performance of schools and set targets for them. The statistics are used in such a way that individual pupils cannot be identified from them.

The STA uses information about pupils to administer the National Curriculum tests and assessments for Key Stages 1 to 3. The results of these are passed on to DfE in order for it to compile statistics on trends and patterns in levels of achievement. The STA uses the information to evaluate the effectiveness of the National Curriculum and the associated assessment arrangements, and to ensure that these are continually improved.

The DfE uses information about pupils for statistical purposes, to evaluate and develop education policy and to monitor the performance of the education service as a whole. The statistics (including those based on information provided by the STA) are used in such a way that individual pupils cannot be identified from them. The DfE will feed back to LEAs and schools information about their pupils where they are lacking this information because it was not passed on by a former school. On occasion information may be shared with other Government departments or agencies strictly for statistical or research purposes only.

Pupils, as data subjects, have certain rights under the Data Protection Act, including a general right of access to personal data held on them, with parents exercising this right on their behalf if they are too young to do so themselves. If you wish to access the personal data held about your child, then please contact the relevant organisation in writing.

· the school at Marwood Primary School, Whiddon, Muddiford, Barnstaple, North Devon, EX31 4HF

· the LEA’s Data Protection Officer at Devon County Council, Resources Directorate, County Hall, Topsham Road, Exeter, EX2 4QG

-    the Standards & Testing Agency Data Protection Officer, 53-55 Butts Road, Earlsdon Park, Coventry, CV1 3BH
· the DfE’s Data Protection Officer at DfE, Piccadilly Gate, Store Street, Manchester, M1 2WD
Further detailed information relating to data protection legislation can be obtained from ‘Devon County Council’s Information Compliance Team’. Their email address is DPOffice@devon.gov.uk .

